HNudopmanuonnbsie MaTepuaibl 00 AKTYaJIbHbIX HETATUBHBIX SBJIEHHAX
B IH(POBOM NPOCTPAHCTBE U CIOCO0AX NPOTHBOAECHCTBUSA TAKHM TeHICHIUAM

1. He3akoHHOe nmoTpedsieHue 1 000POT HAPKOTHYECKHUX CPEACTB
Brimyck onmaitH-mapadona [[mwxkenus [lepBoix «llepBbie. HaBbIKU 111 5KU3HI
NOCBAIIEH TOMY, KaK MPOTUBOCTOATh PACIPOCTPAHEHUIO 3aIlPEIICHHBIX BELIECTB Yepe3
COLMAIBHBIE CETH, MECCEHXKEPHI U OHJIANH-UTPHI:

https://vk.com/wall-214524833 291092

2. MollleHHu4eCcTBO

[{ukn BHEYpOUHBIX 3aHSATHH MO BOMpPOCaM HHQPOPMAIMOHHON O6e30MacHOCTH
U 1udpoBOM TUTHEHBI MIKOJLHUKOB, PEKOMEHJOBaHHBIM Poccuiickoil akaneMueit
00pa3oBaHus, BKIIOYAET METOJAMYECKHE PEKOMEHJIAlMK ISl MPOBEICHHUSI BHEYPOUHBIX
3aHATUH 110 TeMe « MomeHHn4YecTBO» 11g 2-6 u 7-11 Kiraccos.

https://cifrateka.ru/teachers/?sectionld=56

[{udpoBoit cepBUC MO KU3HEHHOW CUTyalluu «3alluTa OT MOIIEHHUKOB B CETH
Ha EjguHOoM mopTane rocynapCcTBEHHBIX M MYHUIMNAIBHBIX YCIYr ((QyHKIIHN)
(moptan I'ocycmayr).

https://www.gosuslugi.ru/scammer_protection

CepBuC TIPEIOCTABIISAET BHIOOP CICAYIOMMX CUTyaruii: « MOIIIEHHUKH THITAIOTCS
noiayuuth jgoctynn k locyciyram» (3Ta cuTyauusi HampapjieHa Ha TOMOIb
B BOCCTAaHOBJICHMHM KOHTPOJIA HaJ YYETHOW 3aluchio) W «S Xody 3aIuTHTHCS
OT MOIIICHHWKOB B CETH» (B JaHHOW CHUTYyallUd PeYb HUICT O MEpax MpPeaOTBPAIICHUS
MPECTYIHBIX IEUCTBUI).

B pamkax mepBoii cuTyaluu npejcTaBieHa moaApoOHast MHCTPYKIIHS, B KOTOPOH
coziepkUTCs MHGOPMAITUS O TOM, YTO JeNaTh, €CIU TPAKIAHUH YK€ COOOIINI Mapob
nunu ko1 u3 CMC MOIIEHHUKaM.

B pamkax BTOpO¥ CUTyalluud pacCMaTPUBAIOTCS MEPHI, HAMPABJICHHBIE HA 3aIUTY
OoT KUOepHpecTynmHUKOB (3ampeT Ha 0dOpMIIEHHE JOTOBOPOB CBSI3M, 3allpeT
Ha TMOJyYeHUE KPEAUTOB U 3aliMOB, MpaBuiia 6€30MacHOCTU NIPH TeaeOHHBIX 3BOHKAX,
CIOCOOBI 3alTUTHI OT (PMHAHCOBOTO MOIIIEHHUYECTBA), & TAKXKE MPECTABICH YEK-JIUCT
1o HU(PPOBOW TUTHEHE.

PerymnsipHo oOHoBisiemasi 0a3a MOIIEHHUYECKHUX CXEM Ha JaHHBIM MOMEHT
BKJIIOYAET 86 CXEM C UX KPaTKUM ONMCAaHUEM
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1

3. BepOoBka
Metoanueckue pEKOMEHIalun TUTST neAarornueCcKux pabOTHUKOB
o01eo6pazoBaTeIbHBIX OpraHu3aluii «OnnaifH-BepOoBKa MOJIPOCTKOB:

npoduIakTHIeckas padboTa B IIKOJIC)
https://cifrateka.ru/upload/iblock/ac7/y8tkip9ovxy70w011j0pahi2ty97ufOl.pdf



https://vk.com/wall-214524833_291092
https://cifrateka.ru/teachers/?sectionId=56
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97uf0l.pdf

4. OnacHble TPEeHAbI B COUATBHBIX CETIX
Nudopmaniondsie  kapTtoukd, noarotoeieHHole AHO  «HanmonanbHbIC
MIPUOPHUTETHI COBMECTHO C AJIBSIHCOM (JOCTYIMHBI Ha pecypcax O0bsicHaeM.pd)

lMMpyvepbl pUCKOBAHHbLIX
TeM B couceTax:

4+

Urpbl C yAyLUbEM U 3a4€PXKOI AblIXaHNS

4+

MPbLIKKN C BbICOTbI, MAAEHNS], SKCTPeMa/lbHble
«MPOBEPKMN»

CamMoroBpexgeHne «paan Bnaeo»
ﬂpI/IéM TabneTok nan APYrmnx seLecTB «Ha Ccnop»
arpeccrBHbI€ PO3bIrPbILLN

+ ¢+ 4+ <+

OnacHble f[andxaku
T —————————..,
Ecnn Bbl yBUAENW, UTO pe6EHOK MHTEpecyeTCcs

NOCTaMW Ha 3TN TeMbI, 06513aTe/IbHO
noroBopuTe C HUM.




Nouemy pe6eHKY
UHTEepPecCHO:

4+ XenaHue bbITh «Kak BCe»
4+ CTpax CTaTb N3roem
4+ NMOTPeBbHOCTb B NPU3HAHUK W Naiikax

4+ HejOCTaTOYHasi 3pPeN0CTb 30HbI MO3ra,
OTBeYaroLLen 3a NoCNeACTBUS

NHTepec peb€HKa ycunnBaloT U anropuTMbl
coLceTen: OHY aHANN3UPYIOT, YTO CMOTPUT

No/b30BaTe/ib, ¥ CHOBA M CHOBA MOKa3bIBAOT
MOXOXMe POSINKNA,



Ha yto o6paTuTh @
BHUMaHue

PebéHoK

BPSA4 N BaM pacckaxer,
UYTO XOYeT y4acTBOBATb
B OMAacHOM YenneHaxe.
CTOUT HACTOPOXKUTbLCH,
ecnun:

4+ pebéHOoK YacTo npsayeT TenedoH

4+ M3MEHWI0Cb NoBeAeHMe, MosiBUNACh
TPEBOXHOCTb

4+ Bbl 3aMeyaeTe CUHAKW AW Mopessbl,
PeBEHOK He MOXET 06 BACHUTb, OTKYAA OHU

+ eCTb AaB/ieHNe CO CTOPOHbI Apy3el

4+ roBOpUT BaM: «Tbl MPOCTO HE MOHVMAaEeLLb,
3TO TPEHA



Kak pearvnpoBaTthb

poguTenam

CTpax 3a pe6éHKa — 3TO HOPMaJ/bHO.
Ho pa3roBop nyylle Ha4yMHaTb, KOrja aMoLmm
YTUXHYT.

He cTonT. NoBbILWATL roN10C, KpU4aTb, CTbIAUTD,
yrpoxatb, 0OTonpaTb TeflePpoH 6e3 06 bACHEHWU.
Takas peakumsa MoOXeT NOATOSIKHYTb pebéHka

K TOMY, YTO OH ByAeT CKpbIBaTb OT BaC CBOE
yyactme B NOA0OHbLIX YeslIeHaKax.




Kak npaBubHO
pa3roBapuviBaThb

He o6BuHaANTE! CKaXxuTe:
BmecTo: «Thl BOObLLIE «$1 BOJIHYHOCb
AyMaellb ro0BOW?» 3a Te6a» N «/laBai
NN «5 3anpeLuaro — pasbepémcs

N BCE» BMeCTe».

NHorga pebéHky BaXHO He 06 bsACHEeHMe,
a BO3MOXHOCTb ObITb YC/bILLAHHbIM,
He nepebuBanTe ero.

B pasroBope onvpanTtecb Ha ¢paKThbl.
Hanpumep:

«Bnpgeo B nHTepHeTe «[pn yayube
OCTaEeTCA HaBceraa» KNeTKM Mo3ra

nornéaroT
33 HECKOJIbKO MUHYT»




NMpegnoXxure

albTepHaTUBbI

XXenaHwue puycKkoBaTb — YacCTb B3POC/I€HUSA

N rnoucka cebs. BaxHo He NoAaBUTb ero,

a HampaBWTb 3HEPIr1O0 B BEPHOM Hanpas/eHNN.
BO3MOXHble anbTepHaTUBbI:

4 CNOPT N aKTUBHOCTb, eC/in HY>XeH
adpeHasinH

4+ TBOpPYecCTBO, 6/10r 1 X066U, 4UTOOBLI NONyYaTb
60/ibLLUe BHUMAHUSA

4+ noajepxka 1 noxesana 4oMa, ecnu pebeHky
He XBaTaeT NpPU3HaHUS



UTo eLe MOXKHO
caenaThb:

' 68
3, \

4+ 06cyanTe, Kak NpPaBUIbHO MOb30BaTbLCA
coucetTamum

\
[\

4+ HaCTpoKTe BO3PACTHbIE OrPaHNYEHMS

+ 0bcyxaanTe Cc pebEHKOM TO, UTO OH CMOTPUT
B UHTepHeTe

4+ HayuuTe NpoBepsTb NHGOPMALMIO

Balua 3apgaya — He 3anpeLlatb Uan nyratb,
a HayuuTb pebéHka BUAEeTb OMnacHble TpeHAbl

N oUueEHNNBATb X NOCneagcTBUA.

5. Tpasas (KudepOyJ11uHr)
[{ukn BHEYpOUHBIX 3aHATHH MO BOMpPOCaM HH(POPMAIMOHHON O0e30MacHOCTH
U UuppoBONM TUTHEHBI NIKOJBHUKOB, PEKOMEHIOBaHHBIM Poccuiickoil akanemuei
oOpa3oBaHMsl, BKIIOYAET METOANYECKHE PEKOMEHAAIMH JIJIsl IPOBEICHUSI BHEYPOUHBIX
3aHsaTHil o TeMe «TpaBist» g 2-6 u 7-11 knaccos.
https://cifrateka.ru/teachers/?sectionld=56



https://cifrateka.ru/teachers/?sectionId=56
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[IpoekT B dopmare JIEHAUHTOBOW CTpaHULBI B ceTH MHTEpHET, pealin30BaHHbBIM
Munuudpsr Poccuu B paMkax BCepOCCHICKOM TPOrpaMMbl KHOEPTUTUEHBI U TTOBBIILICHUS
rpaMoTHOCTH rpaxaaH Poccuiickon @Penepaumu. Ha cailite mnpoekra pasmelieHa
uHopmalus I KaKIOTO W3 YYaCTHUKOB KUOepOyJUIMHra: »EepTBbI, arpeccopa
1 HaOmoAaTens

https://xknbep-0ymnunr.pd/

uadopmanimoHHple  KapTOUKU noarorosiienuple  AHO  «HaumonanabpHbIE
b
MIPUOPUTETHI COBMECTHO C AJIBSHCOM (OCTYITHBI Ha pecypcax OObsicHsaeM.pd)

po)

Echv Bbl yBUAENU B YaTe KOHP/INKT, He CTOUT
pearnpoBaTb 3SMOLMOHANIBHO. DTO MOXeT
ycyrybunTtb CUTyaLmio.

He Hy)XHO: NyuJuwie:

* NMCaTb FHEBHbIe * cAaenatb
coobuieHus CKPVHLLOTHI
B 06LLMIA YaT rnepenmncku
BbIACHATb * 3aduKCcrpoBaTb
OTHOLLEeHUs KOHTEeKCT 1 AaTty
ny614HO * CMOKOWHO

* 06BUHATL obaymaTh
YYyXKUX geTen AanbHenLwmne

Larun



https://кибер-буллинг.рф/
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NMoapepixka,

a He aonpoc

CnoKouHO NoroBopuTe ¢ pe6EHKOM.
OH A0/1KEH NOHATb, YTO Bbl Ha €ro CTOPOHE.

Pa3rosop MO>XXHO HauaTb Tak: «f yBuaen(a)

COO6LLIEeHMS B YaTe N XO4Y NOHSATb, Kak Tbl Cebs
YyBCTBYeLlUb. Pacckaxu, YTo TaM NPOUCXOANT.
Tbl B 6€30MacHOCTN?»

Ba)xHo:

* ClywaTtb
6e3 ocyxaeHuns

* He obecueHMBaTb
npobsiemy

* He 06BUHATbL
pebéHka
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Ecnu Ball pe6€HOoOK —
XepTBa

* MNycTb pe6EHOK NPOroBOPUT CBOU YYBCTBA,
a Bbl NOAAEPXNTE €ro

« O6bACHUTE, YTO TPaB/IA —
3TO OTBETCTBEHHOCTb 06VAYNKOB

« CoxpaHuTe aoKa3aTenbCcTBa 6ynnumHra
1N coobuimTe 06 3TOM MCUXONOrY, KNAaCcCHOMY
PYKOBOAUTENIO, @ NPV HEObXO4MMOCTU —
PYKOBOACTBY LLUKOJIbl
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Ecnu BaLl pe6eHOK —

o6naunk

He nbiTariTtecb cpa3y HakasblBaTb
NN oNpaBAblBaTb pebéHka — pasbepuTtecs
B CUTyauun. 3aganiTe Takme BONpochbl:

* «Kak, no-tBoemy, 4yBCTBYeT Q N

cebsa gpyrovi pebEHOK?»
E——
Ba>kHo:
* BbI3BaTb Yy peb&Hka cornepexuviBaHmne
* 06BACHUTbL NOCNEACTBUS

* NMOMOYb NCNpaBnTb CNTYaUNHO

v

A

«4YTO Tbl YyBCTBOBA,
Korja nucan ato?»

§ —
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Ecnun pe6eHoOK —

Ha6bnwaarens

O6cyauTe c pe6EHKOM:

* YTO MONYanuBble CBUAETENN YCUTUBAIOT
TpaBJIlo 1, NO CyTW, CTAHOBATCHA
eeé coyyacTHnKamu

* Kak noagep>KaTb XXepTBY 6yN/NHra

* K KOMY 13 B3POC/IbIX MOXKHO 06paTnUTbCS
N\
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Hy>XHO i nucaTthb

B o6 vaTt?

O6cyauTe cUTyaLUIo C KJIaCCHbIM
pyKkoBoaguTenem Vi BMecTe peLunTe, Kak ay4lue
AencTBoBaTh. Balwa 3agayva — cnpaBUTbCA

C NpobaemMow, a He A0Ka3aTb, YTO Bbl NPaBsbl.

NMy6nnyHbie KOHPNANKTbI
poauTenem MoryT:

*  yCyryoumuTb NonoXeHme
feten

* CNPOBOLMPOBATH
arpeccuio B knacce

* pasAenuTb B3POC/bIX
Ha BpaxaytoLyme
nareps
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Hy>XHO nu naTwm
B NOZINLLUIO

06paTI/ITbC$| BagMUWUHUCTPAUVNIKO LLUKOJIbI
Wi NpaBOOXpPaHNTEJIbHbIE OPraHbl HY>KHO,
eC/in Bbl BUANTE B YaTe:

* Yrpo3bl

* CUCTeMaTUYeCKy TPaBto

* pacnpocTpaHeHne NNYHbIX GOoTO
* BbIMOraTe/ibCTBO
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6. CepBuchbl U1 MaTepuaJIbl 10 HUPPOBOH 0€30MACHOCTH
KaraJjor 00y4armux KYpPCOB o udpoBoi
IPAaMOTHOCTH — OT TIPaBWJI PE3EPBHOIO KOMHPOBAHUSA JIAHHBIX JI0 METOJ/IOB
pacno3HaBaHus TUMerKoB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect mo ungpoBoii rPAMOTHOCTH, ONPEIEIISIOMINN YPOBEHb OCBEIOMIIEHHOCTH
B 9TOM cdepe
https://www.gosuslugi.ru/scammer_protection/quiz

Pasnen na noprane ['ocycnyr «Kubepo6e3onacHocTs — 3T0 MPocTo!», rae coOpaHa
noje3Hass HMHQoOpmalnus O pa3HooOpas3HbIX Kubepyrpozax. B oraenbHbIX Onokax
pa3MelIeHbl PEKOMEHAK, CIEeUHaIbHO pa3paboTaHHbIE B TOM 4YMCIE AJis JIETEH.
[Tomumo 3TOr0 0cO60€ BHUMAHUE YAEJIEHO 3alUTe OT (PUILNHIA, CO3IaHUIO HAJEKHbBIX
naposiei u npouiIakTUKe Teae(OHHOT0 MOIIEHHUYECTBA.

https://www.gosuslugi.ru/landing/cybersecurity

Paznen na mnoprane Iocycnyr «be3omacHocTts Jaereii B HHTepHere»,
I/I€ MPEICTABICHBI PEKOMEH AU U MHCTPYKIIMH 110 HACTPOUKE CPEACTB POAUTEIBCKOTO
KOHTpOJsi, uHpopMmaiusg O OeCIUIaTHBIX CepBUCaX U Marepuaiax Mo IudpoBoit
0€30IMMacHOCTH M ONIUSX JIETCKOTO pEKHUMa B PA3IUYHBIX MOMYJISIPHBIX CEpPBUCAX
Y PUJIOKECHUSIX

https://www.gosuslugi.ru/life/details/internet_safety children

Mpoekt «(IIU®POBOM JIMKBE3», peammsyemsiii Munmmdpsl Poccun
comectHo ¢ AHO «lludpoBas sxoHoMuka». B pamkax mpoekTa TOCTYITHBI
BHUJICOPOJIMKMA OT BEAYIIUX TEXHOJIOTMYECKUX KOMIAHWMW, MOCBSIIEHHBIE aKTyaJlbHBIM
yrpo3aMm HH(POPMAIMOHHON 0e30macHOCTH (CoIMaibHasi WHXKEHEPHs, APONIEPCTBO,
MOIIICHHUYECTBO ¢ Aunderkamu, Kpaka aKKayHTOB, JOKCHHT W Jp.) M crocodam

MPOTUBOJICMCTBUS UM
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzI130807036

Ipoexr «YPOK HUDPPbI», peanuzyembiii Munuudpsl Poccunm coBmecTHO
¢ AHO «lludpoBas 5>KOHOMHKA», NPEAOCTABISIOMIMN BO3MOXHOCTH IOJIYYUTh

CIeNHATN3UPOBAHHBIE 3HAHUS M TO3HAKOMUTRCS ¢ akTyaabHbIMU U T-tipodeccusamu
https://ypoximdpsl.pd/?ysclid=mmui90d6uv290511431

Be6-mopran Anbsaca «lIMPPATexka. budanoreka nmpakTUYecKUX 3HAHUIN,
Ha KOTOPOM TIpEJICTaBlieHa TMoje3Has MHoOpMamus OT BEAyIIUX JKCIEPTOB B cdepe
Oe3omacHocTH B IHTepHETE 1 IICUXOJIOTMHU HE TOJIBKO JIJIS ASTEH M IMTOPOCTKOB, HO U JIJIs
poauTeNe U yIUTeNeH, CTaTbi, 00pa30BaTeIbHbIC KBU3bBI, @ TAKKE YEK-JIUCTHI, KOTOPHIC
IIOMOTYT ITPOTUBOCTOSITh OMMACHOCTSAM B IHTEpHETE

https://cifrateka.ru/articles/



https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
https://www.gosuslugi.ru/life/details/internet_safety_children
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036
https://урокцифры.рф/?ysclid=mmui90d6uv290511431
https://cifrateka.ru/articles/
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Mertonuueckoe mocobue «Puckm B nudpoBoil cpeae: AHATHOCTHKA,
npopuIaKTUKA, KOPPEKIMS», AIPECOBAHHOE Te€/IaroraM, ICUX0JI0raM, BOCIIUTATENSIM

nu pOI[I/ITeJIHM
https://cifrateka.ru/upload/iblock/666/rjuy813z15yni4ujjh22kg0xoa5kktti.pdf

['0OTOBBII UMK/ BHEYPOYHBIX 3aHATHH MO BONpocamM HHGPOPMALMOHHOU
0e3omacHocTH W NHU(POBOW THIrMeHbl MKOJAbHHKOB (2-6 m 7-11 KimaccoB),
pexkoMeHoBaHHBIN Poccuiickoit akagemmueit obpaszoBanms (I{udparexa. Bipocnbie /
YUHATEISIM / MeTondeckue Matepruaiibl). OCHOBHBIME (hOopMaTaMu MPOBEICHUS 3aHATUN
ABJISIIOTCSL Oecellbl C DJIEMEHTAMHU WUIPOBOW JICSITEIBHOCTH, a TaKKe MPaKTUKYMBI,
OpUEHTHPOBAHHBIC HA CO3JaHUE COOCTBEHHBIX MPOEKTOB B cdepe MH(POpPMAMOHHON
0€30MacHOCTH.

https://cifrateka.ru/teachers/?sectionld=56

NudopmanuoHHO-MeTOAMYECKHE MAaTepuajbl JA poauTeeid (3aKOHHBIX
npeacraButeneii) «bezonacHocts nereit B MiutepHere»
https://disk.yandex.ru/i/KDIIgrf1IL9XiA

Buneoypok ot npencenarens Anbsiaca bensikoBoi E.A. «Kak opueHTHpPOBaThCS
B OHJIAHH-NIPOCTPAHCTBE)», NOATOTOBIIEHHBIN (oHIOM «CTpaHa sl IETei» B paMKax
akuun «be3onacHoCcTh AercTBa» YmnosHomMoueHHoro npu IIpesummente Poccuiickon
®denepanuu 1o npaBaM pedenka M.A. JIbBoBoli-benoBoii.

https://vkvideo.ru/video-207180658_456239300?t=1m42s

Iliuardopma nu@ppoBoi rpaMOTHOCTH JJIA HE3PAYMX JeTed - COBMECTHAs
naunuatuBa [TAO «Beimnenkom», Everland m AnpsiHca, HampaBieHHass Ha TIOMOIIb
MOAPOCTKAM C HApYIICHUSIMH 3PEHUS B OCBOCHUH ITU(PPOBBIX HABHIKOB

https://beelineforkids.ru/



https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://beelineforkids.ru/

